1. (300-word limit) Why is privacy worth protecting? How would you refute the argument that with respect to privacy, “if you have done nothing wrong, you have nothing to fear?”

2. (400-word limit) During the semester, we discussed the role of algorithms and scores used by various organizations, private and public. For example, there are credit ratings, TSA flight risk scores, customer value scores, and many others. With respect to privacy, what are the main problems with the use of these algorithms and scores? How does their use illustrate power asymmetry? If you had the suspicion that you were disadvantaged unfairly by an algorithmically generated score, what would be some of the obstacles that could stand in the way of your getting redress? How would the passage of a GDPR like law change the problem of getting redress?

3. (800 words total; 400-word limit for each of a & b) At various points during the semester, we have referred to the asymmetry of power and the asymmetry of knowledge as being at the root of many privacy problems. 
a. What new (made available during the past 15 years) tools are available to law enforcement (NSA, FBI, state and local police, etc.) that have shifted the balance of power away from the individual citizen and in favor of law enforcement? Discuss the ‘guilty until proven innocent’ aspect of these law enforcement tools and how they utilize asymmetry of power and asymmetry of knowledge. What threats to civil liberties and the bill of rights are at play here?

b. “Aisle be seeing you” could be the catch phrase for name-brand stores such as Macy's, Sears, Target, Walgreens, and Walmart that aim to track their customers in their quests for higher sales and their efforts to outwit their competitors. What new tools have these and other retailers used that play on asymmetry of knowledge in their interactions with their customers? How are asymmetry of power and knowledge key factors in the deployment and use of these tools? How should individuals who are slotted into different categories be concerned about being treated differently from people in other categories?







4. (750-word limit) For this question refer to Privacy 7b slides and articles concerning information fiduciaries. The new GDPR enacted by the EU provides enhanced privacy protections for citizens of the EU. Because of our global economy, once such a law is passed that affects large portions of the global population, there is pressure on other governments to harmonize their laws with that law. To give two examples, note the privacy notices on the Oakland University website pertaining to the GDPR, and also note the recently passed California Consumer Protection Act (CCPA) a watered-down version of the GDPR. 

What will be the major effects of the passage of GDPR like laws on information businesses in the US such as Facebook, Google, Data Brokers, and others we have studied this semester. Consider also, the notion of information fiduciaries. Could the designation of those entities called information processors in the GDPR as information fiduciaries work as well for protection of the consumer? What benefits could Information Fiduciary Legislation have over GDPR like laws?


